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Brief:
Whilst working on this Web Development project, I decided on using “KnowYourCyber” client brief. I wanted the site to illustrate a database of cyber security threats that have the probability of happening, what they are about, and how we can avoid them or respond in case they happen correctly. The website comprises a landing page as well as a database and about pages.
Technical Breakdown:
Video Breakdown: Untitled video (1).mp4
The site contains four primary HTML files: index.html, landing.html, database.html and about.html. Its content and structure are crafted by these files. To maintain uniformity in all the pages, a conventional design based on a base template has been utilized in the HTML files.
Base Template (index.html)
This base template is just the nav bar.
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Landing Page (landing.html)
The landing page is the homepage of the website where it has placeholder text and a stock image from pexels.
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Database Page (database.html)
The database page displays the data in the format of the structure from the knowyourcyber database which is stored on a localhost SQL database.
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About page (about.html)
The about page shows place holder text and a stock image from pexels, is there to meet the requirement of the website having three pages.
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CSS Styling
Written in styles.css, the CSS file takes care of the website's visual presentation, guaranteeing a central layout that is appealing to the eyes, exactly. More emphasis was put on achieving a design that is both modern and uncluttered, especially when it came to the navigation bar and the database table. (Academy, 2024)
Python Flask Application
Flask is a useful python web framework that has useful tools and features for making web applications in Python. Flask uses the Jinja template engine to build HTML template pages. (Dyouri, 2020)
Since Flask is made in python you can import modules like mysql.connector to connect to MySQL databases, in this case the “knowyourcyberDb” function connects to the localhost SQL database and is used to execute SQL fetch data queries.
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Flask routing is done by using “@app.route which maps the URLS to their respective functions and renders the HTML templates, these include “index”, “database”, “about”, and “landing”. (GeeksforGeeks, 2021a)




Additional Requirement:
I executed various design and programming tactics to make the website respond to the demands of the users in terms of visual design. For this project, the visual design must be modern and simple while the website must be fairly responsive.
Responsive Design:
For the layout, I used Flexbox to have the items in the center and align them well on all screens, no matter the size. It supports a flexible layout that responds to different viewport sizes hence a consistent user experience across devices. However, to be specific at other levels within the design of complex documents one might need to use media queries. However, I felt that for this particular application, we only needed a responsive layout therefore there was no need to include media queries. (Mozilla, 2019)
Visual Design: I have decided to create a current, uncluttered colour palette drawing inspiration from Material Design principles. It was a dark navy color (#2c3e50) selected as a background to perfectly match with the light text colour (#ecf0f1). To grab the user's attention an intense green color (#1abc9c) for headers is used, I went for a complementary colour scheme as I wanted the website to be simple yet also pop. (w3schools, 2024)
To achieve a clean visual design the use of box shadows and round corners on the body part create a sense of depth. To attain such effects properties like border-radius and box-shadow are used in the CSS. (Cope, 2011)
It is done using CSS with pseudo-classes such as nth-child(even) for alternating row colours within tables as well as hover that improves readability and gives visual feedback to website users. (w3schools, 2019a)
User experience: To make navigation easier and more intuitive, the navigation bar is at the top of the website. This makes it easier for users to find their way around with ease thereby improving the general user experience. To make it more readable, the content has consistent spacing, font sizes, and alignment in terms of its layout. (AIContentfy Team, 2023)
Critical Reflection:
This is a project which displays a website that is practical and appealing to the eye at the same time, and which meets the needs of the customer. But it could be enhanced in several different ways. 
Interesting Features: A neat and stylish design that is eye candy and makes it interactively enjoyable. By going back to Flask on the server side, I have chosen sustainable ways of sending dynamic bits of data. Integration with databases makes it easier to manage and update cybersecurity in general.
Areas for Improvement: One area of improvement could be more responsiveness as shown in present form. User experience on mobile devices could be greatly enhanced through the addition of media queries as well as increased layout specificity over different screen sizes. (Mozilla, 2019)
Accessibility: It is critical that our site can be accessed by all regardless of their physical limitations while using computers or browsing online material hence enhancing adaptability inclusive of features like ARIA roles addition (Mozilla, 2024), better contrast between colours used as well as text alternative provision for graphics
Performance: Compressing images and using browser caching, could help enhance the site's overall user experience as well as decrease load times (LinkedIn, 2024) but since it is such a simple Flask web application it is pretty quick to load all data and images.
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Welcome to the Know Your Cyber Database
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# knowjouryberpy 2 © abouthtml ¢ databasehtml X O stylescss © landinghtml € indexhtmi

tempiates > ¢ databasentml > @ section
% extends "index.html' %} </

<h2>Know Your Cyber Database</n2>
<table>
<thead>
<tr>
<tn>Threat</th>
<th>Likelihood</th>
<tn>Overviews/th>
<th>How to Protect</th>
<th>How to Respond< /th>
</tr>
</thead>
<tbody>
{% for threat in threats %}
<tr>
<td>{{ threat.threat }}</td>
<td>{{ threat.likelihood }}</td>
<ta>{{ threat.overview }}</td>
<td>{{ threat.how_to_protect }}</td>
<td>{{ threat. how_to_respond }}</td>
</tr>
% endfor %}
</tbody>
</table>
</section>
% endblock %} </ Tric
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& knowyourgyberpy 2 X © abouthtml ¢ databasentml O stylescss © landinghtml € indexntml
& kmomyourcyberoy >
1 from flask import Flask, render_template # Inporting Flask and render template (Adam Getbags, 2024)

import wysgl comnector # Inporting mysqL.comnector driver (wischools, 2619)
import os

5 def knowyourcyberDb (): # (Codeny.con, 2621)

dbconnect = mysql.connector..connect( # Using dbconnect varisble to call mysglconnector driver (w3schools, 2619)
host="localhost",

)
Peturn dbcomnect # Return the results of dbconnect

app = Flask(_name_) # Creating Flask application (Flask, 2010)|

@app.route("/") # Setting the app route of homepage (GeeksforGeeks, 2621)
def index(): # Defining function index

return render_template("landing.html") # Return using Flasks render template to return the Landing.htnl page (Dyouri, 2621)

€app.route("/database") # Setting the app route to database (GecksforGeeks, 2021)
def database(): # Defining function database
dbconnect.

KnowyourcyberDb() # Assinging dbconnect variable to have the value of knowourcyber database comnection function
cursor = dbconnect . cursor (dictionary=True) # Creating a connection cursor to the database with the paraneters of dictionary equa
cursor. execute("SELECT * FROM knowyourcyber .know_your_cyber") # Using SOL execute function to select all from knowourcyber data
threats = cursor. fetchall() # Defining threats variable to store the cursor.fetchall function which retricves all remaining rows
cursor.close() # Close method to close the cursor object

dbconnect. close() # Close method to clode the dbconnect object

return render._template("database.htnl", threats=threats) # Return using Flasks render template to return the dotabase.htnl page

@app.route("/about") # Setting the app route to about (GeeksforGeeks, 2021)
def about(): # Defining function about

return render_template("about..html") # Return using Flasks render template to return the about.htnl page (Dyouri, 2021)

if _name_ = "_main_": # To check if script is not imported as a module and ran directly
‘app.run(debug=True) # fun FLask app in debug mode
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templates > ¢ indexntm! > @ htmi
1 <IDOCTYPE htmt> <!-- Document type declaration as HTHL -->
<htal Lang="en"> <!-- Declaring the Language as english for the HTML document
Head elenent to contain elements such as Title, Link and meta -->
2 <meta charset="utf-8">
<t-- Meta tag defines metadata in this case it specifies the charset (character encoding) for the HTHL document -
<meta name="viewport" content="width-device-width, initial-scale=1.0">
<!-- Meta tag defines metadata and in this case it sets the viewport so it fits on all devices -
s <titleXnow Your Cyber</title> </-- TitLe sets the title of the page in browser -->
<Link rel="stylesheet" href="{{ url for('static', filename='styles.css') 13" <
10 </nead>
11 <body> <i-- Defines the HTNL body to contain headings, footers, navs, paragraphs, sections and Lists -->
2 <header> <!-- Defines the HTHL header which represents a container for intros or nav Links -->
5 <h1>KnowYourCyber</hl> <{-- h1-h6 tags are used to define HIML headings values can be customised using CSS
1 <navs <!-- Nav tag defines a set of navigation Links and ul tag defines an unordered List-->
3}">Home</a> <I-- a href attribute specifies the the URL is dynamically generated using Flask's url_for() function which goes to index -->
3)">Databasec/a> <!-- a href attribute specifies the the URL is dynamically generated using Flask’s url_for() function which goes to database
@ href attribute specifies the the URL is dynamically generated using Flask's url_for() function which goes to index -->

Link Links to the CSS stylesheet the URL for the stylesheet is dynamically generated using Flask's url_for() function

<main> <!-- Main content area of page
% block content XHX endblock X} </-- This is Jinja2 template syntax used to define a block called content and then endblock is used to define boundries of blocks in Jinja2 templates, makes content reuse and custom template inheritar
</main>

</body>
</nns|
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